Lab 5: Packet Capture & Traffic Analysis with Wireshark

Rich Macfarlane

5.1 Detalils

Aim:  This lab introduces packet capture (packet sniffing) and network traffic analysis with the Wireshark

tool, and basic network scanning using Nmap.

“Chicf, I think our drug-snifling dogs need a vacation."

Packet Capture (Packet Sniffing)

A packet sniffer is an application which can capture and analyse network traffic which is passing through a
system’s Network Interface Card (NIC). The sniffer sets the card to promiscuous mode which means all
traffic is read, whether it is addressed to that machine or not. The figure below shows an attacker sniffing
packets from the network, and the Wireshark packet sniffer/analyser (formerly known as ethereal).

Wireshark

Internet

Packet Analysis

Wireshark is an open source cross-platform packet capture and analysis tool, with versions for Windows and
Linux. The GUI window gives a detailed breakdown of the network protocol stack for each packet, colorising
packet details based on protocol, as well as having functionality to filter and search the traffic, and pick out
TCP streams. Wireshark can also save packet data to files for offline analysis and export/import packet
captures to/from other tools. Statistics can also be generated for packet capture files.
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Wireshark can be used for network troubleshooting, to investigate security issues, and to analyse and
understand network protocols. The packet sniffer can exploit information passed in plaintext, i.e. not
encrypted. Examples of protocols which pass information in plaintext are Telnet, FTP, SNMP, POP, and
HTTP.

Wireshark is a GUI based network capture tool. There is a command line based version of the packet capture
utility, called TShark. TShark provides many of the same features as it’s big brother, but is console-based. It
can be a good alternative if only command line access is available, and also uses less resources as it has no
GUI to generate.

5.2 Using Wireshark to Capture and Analyse Traffic

In this exercise, the fundamentals of the Wireshark Packet Sniffer and Protocol Analyser tool will be
introduced. Then Wireshark will be used to perform basic protocol analysis on TCP/IP network traffic.

'{E,] The Wireshark User Guide can be found at:
http://www.wireshark.org/docs/wsug html chunked/

5.2.1 (Optional) Download and install Wireshark on your PC.

Wireshark is a network packet sniffer (and protocol analyzer) that runs on many platforms, including
Windows XP and Vista. If Wireshark is not currently available on your PC, you can download the
Latest Windows Version from [here] Wireshark 1.2.6 Windown Installer.

Other Versions of Wireshark from http://www.wireshark.org/download.html. The current version of
Wireshark, at time of writing, is version 1.2.6. The initial Wireshark installation screen is shown in
Figure 1.

Bl Wireshark 1.2.1 (32-bit) Setup — [E=SHEER X

Welcome to the Wireshark 1.2.1
(32-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark,

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue.

Mext = ] | Cancel

Figure 1 Wireshark Installation

Click the | Agree button to the License agreement, then select options (or accept defaults) clicking the
Next button on each screen when prompted.
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http://www.wireshark.org/docs/wsug_html_chunked/
http://media-2.cacetech.com/wireshark/win32/wireshark-win32-1.2.6.exe
http://www.wireshark.org/download.html

Note: On the Install WinPcap? window, select the install WinPcap options and select Start WinPcap
service option, if you want to have other users besides those with administrative privileges to run
Wireshark.

5.2.2 Using Wireshark to Capture Traffic
&

( Internet

4 Host PC N\

DESKTOP
| Windows 7

Wireshark | m—
Filters =

Physical Netwo}k

Card >

<> WinPeap -

Napier X »
Wireshark app
( N etCE adl WinPcan U Uses WinPcap
\,\/, Network Flr: cap to read network
— Traffic liters traffic

/

Select a Network Interface to Capture Packets through.

Start the Wireshark application. When Wireshark is first run, a default, or blank window is shown.
To list the available network interfaces, select the Capture->Interfaces menu option.

Al The Wireshark Network Analyzer
i Edit Miew Go Capture Analyze Statistics Telephon! Tools Help
B Interfaces... Ctrl+1 & BB *g & {g{i \‘; \i i u = I@ °cj;'fa @
i@ Options... Ctrl+K
B Start CtrleE r * Expression.. Clear Apply
[+ Stop Ctrl+E
@ Restart Ctrl+R

@ Capture Fites ost Popular Network Protocol Analyzer

Wireshark should display a popup window such as the one shown in Figure 2. To capture network
traffic click the Start button for the network interface you want to capture traffic on. Windows can
have a long list of virtual interfaces, before the Ethernet Network Interface Card (NIC).

ri Wireshark: Capture Interfaces = | B S )
Description P Packets Packets/s Stop
| £# Intel(R) 82567LM-3 Gigabit Network Connection fe80:cld9:9514:ccdb:A3e6 91216 2 [start|| gptions | | Details |
E® Mware Virtual Ethernet Adapter fe80:0de137fTT:a3b4 0 0 |Start| | Options | | Details |
E® VMware Virtual Ethernet Adapter fe80:bdb9:791d:ccO4:96c 0 0 [Start| | @ptions | | Details |

Figure 2 - Wireshark Interfaces Window
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Quegfiions

(. Which Interface is connected to a local network

(Ethernet)?

Note: The total incoming packets, for each
(: How many packets have passed through the interface, are displayed in the column to the left
interface? of the Start buttons.

Generate some network traffic with a Web Browser, such as Internet Explorer or Chrome. Your
Wireshark window should show the packets, and now look something like.

T (Untitied) - Wireshark

Fle Edit Yiew Go Copture Anshyze Statistics Telephony Tooks Help
GEdAN EEXSE Aer2aT2([EE QaaQaD DB % B

Fitter: ~ Espression.. Clear Apply
No, Teme Source Destination Protocel  dnfo .
54882 192.168.1.2 204.11.246.48 TCP 45823 > http [ACK] Seqew830 Ack«2971 Winel7184 Lens0
15 1.572682 192.168.1.2 204,11.246.48 TP 45823 > http [SYN] 50q=0 Win=8192 Len=0 MSS=1460 WS=2
10 1.083477 192.168.1.2 204,11, 246.48 WTTP GET /Crypro-gram-back.htel wTTe/1.1
6 0.259568 192.168.1.2 204.11.246.48 HTTP GET /favicon. ico HITP/1.1
26 1, 881706 192.168.1.2 204.11,246.45 WITP GET /{mages/book-505-175w. Jpg HTTP/1.1 Packet
83484 9 08 04.1} 0.48
29 2.005674 192.168,1.2 204.11,246.48 HTTP GET /schneler,css HITP/1.1 List Panel
45 2.315103 204.11,246.48 192.168.1.2 HTTP MTTP/1.1 200 OK (IPEG JFIF image)
28 2. 204.11.246.48 192.168.1.2 HTTP HTTP/1.1 200 OK  (text/css)
40 2,229787 204.11.246.48 192.168.1.2 WP HTTP/1,1 200 OK (Text/<ss)
24 1.862730 204.11.246.48 192.168.1.2 HTTP HTTP/1.1 200 OK  (text/htal)
8 0.475800 204.11,246.48 192.168.1.2 WP HYTP/1,1 404 NOT Found (text/html)
47 2.369768 192.168.1.2 192.168.1.1 ONS Standard Guery A www.bt.com
1 0.000000 192.168,1.2 192.168.1.1 ONS. Standard query A www.schneier.com
46 2.367405 192.168.1.2 192.168.1.1 NS standard Query A Zeusnews.com
2 0.046204 192.168.1.1 192.168.1.2 ONS Standard query response A 204.11.246.48 -

# Frame 23 (473 bytes on wire, 473 bytes captured)
# Ethernet II, Src: LiteonTe_a9:f5:5e (00:22:5f:a9:f5:5¢), Ost: AskeyCom ed:55:9a (00:16:e3:ed:55:9a)
i Internet Protocol, Src: 192.168.1.2 (192.168.1.2), Dst: 204.11.246.48 (204.11.246.48)
¢ Transmission Control Protocol, Src Port: 45823 (45823), Dst Port: http (80), Seq: 1, Ack: 1, Len: 419
Hypertext Transfer Protocol
8 GET /schneier-safe.css WITP/L.1\e\n
v [Expert Info (Chat/Sequence): GET /schneier-safe.css NTTP/1.1\r\n]
Request Method: GET
Request URI: /schneier-safe,css
Request versfon: WTTP/1.1
HOSt: www.schneier. com\r\n
user-Agent: Mozilla/5.0 (windows; U; windows NT 6.0; en-GB; rv:1.9.1.4) Gecko/20091016 Firefox/3.5.4 (.NET CLR 3.5.30729)\r\n
ACCept: text/css,*/*;qe0.1\r\n
Accepr-Language: en-gb,en;q=0,5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: I150-8859-1,utf-8; q-o 1GQ=0.7\r\n

Packet
Details
Panel

83410 10 c8 fb 7e 00 00

0 NI

0050 45 ©

0060 6e 9 65 +5C er. .o PaCket
0070 73 65 72 20 41 6/ 65 Ge 71 3a 20 4d 6f 7a 69 6¢ ser-agen t: mozi) Bytes
0080 6¢< 61 2f 35 2e 30 20 28 57 69 6e 64 6f 77 73 3b 1a/5.0 ( windows;

Q090 20 55 3b 20 57 69 Ge 64 6f 77 73 20 4e 54 20 36 U; wind ows NT 6 Panel
00a0 2e 30 3b 20 65 Ge 2d 47 42 3b 20 72 76 3a 31 2¢ 0 en-G B; rv:l.

00b0 39 2e 31 2e 34 29 20 47 65 63 6b 6f 2f 32 30 30 9.1. -!) G ecko/200

00c0__ 29 3130 3136 20 4R 6972 65 66 6F 78 >f 33 26 9106 F1_refox/3 N
Q Textitem (. 33 bytes Packets: 54 Duplayed: 54 Macked: 0 Dropped: 0 Profée: Defauit

Figure 3 - Wireshark capuring traffic

To stop the capture, select the Capture->Stop menu option, Ctrl+E, or the Stop toolbar button. What
you have created is a Packet Capture or ‘pcap’, which you can now view and analyse using the
Wireshark interface, or save to disk to analyse later.

The capture is split into 3 parts:

1.

Packet List Panel — this is a list of packets in the current capture. It colours the packets based on
the protocol type. When a packet is selected, the details are shown in the two panels below.
Packet Details Panel — this shows the details of the selected packet. It shows the different
protocols making up the layers of data for this packet. Layers include Frame, Ethernet, IP,
TCP/UDP/ICMP, and application protocols such as HTTP.

Packet Bytes Panel — shows the packet bytes in Hex and ASCII encodings.

(uestions
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Search back through your capture, and find an HTTP packet containing a GET command. Click on the packet
in the Packet List Panel. Then expand the HTTP layer in the Packet Details Panel, from the packet.

0. From the Packet Details Panel, within the GET command, what is the value of the Host?
(: Can you see the Hex and ASCII representations of the packet in the Packet Bytes Panel?

(. From the Packet Bytes Panel, what are the first 4 bytes of the Hex value of the Host parameter?

To select more detailed options when starting a capture, select the Capture->Options menu option,
or Ctrl+K, or the Capture Options button on the toolbar (the wrench). This should show a window
such as shown in Figure 4.

“ Wireshark: Capture Options =HAEE X
Capture:
Interface: |Local |z| Broadcom Metitreme Gigabit Ethernet Driver: \Device\NPF_{E [+ ]
IP address: fe80::9d14:5e2c:6430:f581, 192.168.1.4
/| Capture packets in promiscuous mode
Capture packets in pcap-ng format (experimental) = 3
. e ] . Buffer size: |1 | megabyte(s)
Limit each packetto |1 bytes
Capture Filter: | || [+]
Capture File(s) Display Options
File: Browse.. V| Update list of packets in real time
Use multiple files
V| Automatic scrolling in live capture
I V| Hide capture info dialog
MName Resolution
Stop Capture ... V| Enable MAC name resolution
=G Enable network name resolution
.. after
x L V| Enable transport name reselution
o after | minute(s

Figure 4 - Wireshark Capture Options

Some of the more interesting options are:

e Capture Options > Interface - Again the important thing is to select the correct Network
Interface to capture traffic through.

e Capture Options > Capture File — useful to save a file of the packet capture in real time, in case
of a system crash.

e Display Options > Update list of packets in real time — A display option, which should be
checked if you want to view the capture as it happens (typically switched off to capture straight
to a file, for later analysis).

e Name Resolution > MAC name resolution — resolves the first 3 bytes of the MAC Address, the
Organisation Unique Identifier (OUI), which represents the Manufacturer of the Card.

e Name Resolution > Network name resolution — does a DNS lookup for the IP Addresses
captured, to display the network name. Set to off by default, so covert scans do not generate
this DNS traffic, and tip off who's packets you are sniffing.

Make sure the MAC name resolution is selected. Start the capture, and generate some Web traffic
again, then stop the capture.
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Quegfiions

Search through your capture, and find an HTTP packet coming back from the server (TCP Source Port == 80).

Expand the Ethernet layer in the Packet Details Panel.

(- What are the manufacturers of your PC’s Network Interface Card (NIC), and the servers NIC?

(- What are the Hex values (shown the raw bytes panel) of the two NICS Manufacturers OUls?

5.2.3 Wireshark Display Filters.

Right click on the Source Port field in the Packet Details Panel. Select Prepare a Filter->Selected.

T (Untitled) - Wireshark

file Edit View Go Capture Analyze Statistics Telephony Tools Help

E@ea 2EE2E

Filter:

No.

Time
6 0.259568
26 1.881706
23 1.783484
29 2.005674
45 2.315103
28 2.002906
40 2.229787
24 1.862730
0.475800
2.369768
0.000000
2.367405
0.046204
48 2.453610
49 2.497767
11 1.462488

5
8
(v}
4
8
7
1
6
2

W
@

Frame 52 (54 bytes on 1 38
Ethernet IT, Src: Litel

Internet Protocol,
E Transmission Control P
pestination port: http (80)
[stream index: 1]
Sequence number: 1226
acknowledgement number: 21974
Header Tlength: 20 bytes
Flags: 0x10 (ACK)

Expand Subtrees
Expand All
Collapse All

Apply as Filter
Prepare a Filter
Colorize with Filter
Follow TCP Stream
Follow UDP Stream

Follow S5L Stream

Copy

Export Selected Packet Bytes...
Wiki Protocol Page

Filter Field Reference

Protocol Preferences

Decode As...

Disable Protocol...

Resolve Name

Go to Corresponding Packet

3
»
»

B da o TR |3 QAAD @EMmx% B

Expression... Clear Apply
L Destination Protocol Info .

?04.11.246. 48 HTTP GET /favicon.ico HTTP/1.1

Selected HTTP GET /1 mages/hook—sos—l?sw.jpg HTTP/1.1
Mot Selected HTTP GET /schneier-safe.css HTTP/1.1

= HTTP GET /schneier.css HTTP/1.1

... and Selected HTTP HTTP/1.1 200 OK (JPEG JFIF image)
.. or Selected HTTP HTTP/1.1 200 OK (text/css)

HTTP HTTP/1.1 200 oK (text/css)

- and not Selected HTTP HTTP/1.1 200 OK (text/html)

... or not Selected HTTP HTTP/1.1 404 not Found (text/html)

- I DNS standard query A www.bt.com
192.168.1.1 DNS standard query A www.schneier.com
192.168.1.1 DNS standard query A zeusnews.com
192.168.1.2 DNS Standard query response A 204.11.246.48
192.168.1.2 DNS Standard query response A 62.239.237.2
192.168.1.2 DNS Standard query response A 85.25.124.219
192.168.1.2 TCP [TcP segment of a reassembled PDU]

:5e), Dst: AskeyCom_ed:55:9a (00:16:e3:ed:55:9a)
Dst: 204.11.246.48 (204.11.246.48)
21), Dst Port: http (80), Seq: 1226,

Ack: 21974, Len: O

(relative sequence number)

Figure 5 - Filtering on a protocol field

(relative ack number)

Wireshark automatically generates a Display Filter, and applies it to the capture. The filter is shown
in the Filter Bar, below the button toolbar. Only packets captured with a Source Port of the value
selected should be displayed. The window should be similar to that shown in Figure 6. This same
process can be performed on most fields within Wireshark, and can be used to include or exclude
traffic.
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Yetled,  WeeAak

Ee EM Yew Go

Copmre Aouhze Simtmes Tephosy Tooh  Help

L Frame 26 (495 bytes on wire, 495 bytes captwred)
& Rtharnet 11, Sec: LiteonTe a®:f5:%e (00:22:5F:a0:15:5¢), Dot: AskeyCom ed:55:5a (00:16:e):0d:55:92)
4 Internet Protoco), Src: 192,168.1.2 (192.168.1.2), Dst: 204,11.246,48 (204,11,2¢46.48)

nelli8d Lened

Seq..
500=1226 ACk=15846 Wine17184 LerwO
Seqe1226 ACK=18710 Win=17184 Len0
50q=1220 ACK~21578 Win=17184 Len=0
5eq=1220 ACk=219731 Winml106784 Len=0
S8G=1220 Ack=21973 Winel10784 Lens0
500373 ACK=320 Wirns10064 Len-0
50Gqe783 ACKe10118 Wine17184 Lene0
S4QeTBS Athe3iBd Wine17184 LeewO
S80e785 ACKI816 Wine17184 Lans0
SaqeT85 ACK=TESO Wine1T184 Lens0
WineS192 Lane0 MSSe1460 wSed

38 2.108944
4¢& 2,31%009 192.108.1.2 204
30 2.518002 192.168.1.2 208
32 5.334579 192.168.1.2 20411
9 0.67IN9 192.108.1.2 204,11
25 1,86280% 192.108.3.2 204,11,
13 1.462663 192.168.3.2 206,11,
16 1,654039 192.168.2.2 204,11,
19 1678445 192.168.1,2 204,11,
3 0.050282 192.168.1.2 204,110 SYN] Seq=0
10 1.083477 192.168.1.2 204,11, 246.48 TR CAT /Crypto~gram-back. htel wrYe 1.1
L] 0.259'“'. 192,168.1.2 2?:.“.2“.40 MY Y l'tvicm.lc_n WTTP/1.1

Transeission Control Protocol, Src Port: 45821 (45821), Ost port: hetp (80), Seq: 785, Ack: 10118, Len: 441

Source port: 43821 (43871)

pestination port: heep (80)
[streas index: 1)
Sequence rumber: 783 (relative sequence rumber)
[vext sequence rusber: 1226 (relative sequence nusber))
Acknowledgemert nusber: 10118 (relative ack rusber)
weader length: 20 bytes

W Flags: Oxis (Psw, ACK)

Figure 6 - Wireshark Display Filter

5.2.4 Analysing a TCP Session using Wireshark.

Start a capture, and generate some Web traffic by going to www.schneier.com, then stop the

capture. Scroll back to the top of the capture trace. Find the first SYN packet, sent from your PC to

the Web Server. This signifies the start of a TCP 3-way handshake.

If your having trouble finding the first SYN packet, select the Edit->Find Packet menu option. Select
the Display Filter radio button and enter a filter of tcp.flags. (at this point you should get a list of the
flags to choose from). Choose the correct flag, tcp.flags.syn and add == 1. Hit the Find button, and

the first SYN packet in the trace should be highlighted.

tep.flags.syn == 1|

[l Wireshark: Find Packet [ESREER =5
-Find
By: @ Display filter () Hexvalue () String

‘| rSearchIn String Options Direction—

: Packet list Case sensitive @ Up I
t Packet details || Character set: @ Down

= @ Packet bytes ASCI Unicode & Non-Unicode

Come (o)

Note: Find Packet can also be used to search for a Hex signature, such as a malware signature, or to
search for a string — such as a protocol command - in the Packet Capture (pcap).

Questions

(- Can you identify the rest of the TCP 3-way handshake easily? (if not read on)
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http://www.schneier.com/
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A quick way to create a Wireshark Display Filter to isolate a TCP stream is to right click on a packet
in the Packet List Panel and select Follow TCP Stream. This creates an automatic Display Filter which

displays packets from that TCP session only.

It also pops up a session display window, containing by default, an ASCII representation of the TCP
session with the client packets in red and the server packets in blue.

The window should look something like Figure 7. This is very useful for viewing human readable

protocol payloads, such as HTTP, SMTP, and FTP.

[ Follow TCP Stream - -
. - gy

Stream Content

GET /favicon.ico HTTP/1.1
Host: www.schneier. com

CLR 3.5.30729)

Accept: image/png,image/*;q=0.8,%/%;q=0.5
Accept-Language: en-gb,en;g=0.5
accept-encoding: gzip,deflate

Accept-Charset: I50-8859-1,utf-8;9=0.7,%;g=0.7
Keep-Alive: 300

Connection: keep-alive

HTTP/1.1 404 Not Found

Date: Sun, 01 Nov 2009 20:25:55 GMT

server: apache

Mw-webserver: web3

Keep-Alive: timeout=2, max=9999

Connection: Keep-alive

Transfer-Encoding: chunked

content-Type: text/html; charset=i50-8859-1

116

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<HTML><HEAD>

<TITLE>404 NOT Found</TITLE>

</HEAD><BODY>

<H1>NOT Found</Hl>

The requested URL /favicon.ico was not found on this server.<P>
<HR>

<ADDRESS=Apache/1.3.34 server at www.schneier.com Port 80</ADDRESS:
</BODY></HTML>

Figure 7 - Follow TCP Stream Window - ASCII

user-agent: Mozilla/5.0 (windows; U; windows NT 6.0; en-GB; rv:1.9.1.4) Gecko/20091016 Firefox/3.5.4 (.NET =

Entire conversation (23197 bytes) [7]© ascu© escoic © Hexbump © € Amays @ Raw

[ Fitter Out This stream | | T

Change to Hex Dump Mode and view the payloads in raw Hex, as shown below.

[ Fallow TCP Stresm

Stream Content

000000F0 63 6f 64 69 6e 67 3a 20 7 7a 69 70 2c 20 64 65 goding:
00000100 66 6c 61 74 65 Od Oa 41 63 63 65 70 74 2d 43 68 flate..A
00000110 61 72 73 65 74 3a 20 49 53 4f 2d 38 38 35 39 2d arset: I
00000120 31 2c 75 74 66 2d 38 3b 71 3d 30 2e 37 2c 2a 3b 1,utf-8
00000130 71 3d 30 2e 37 Od Oa 4b 65 65 70 2d 41 6c 69 76 g=0.7..K
00000140 65 3a 20 31 31 35 0d Da 43 &6f 6e 6e 65 63 74 69 e: 115.
00000150 6&f 6e 3a 20 6b 65 65 7 2d 61 6c 69 76 65 0d Oa on: keep
00000160 52 65 66 65 72 65 72 3a 20 68 74 74 70 3a 2f 2f Referer:
00000170 31 39 32 2e 31 36 38 2e 31 2e 31 2f 6c 61 6e 67 192.168
00000180 5f 63 68 65 63 6b 2e 68 74 6d 6c 0d Oa 41 75 74 _check.h
00000190 68 6f 72 69 7a 61 74 69 6f 6e 3a 20 42 61 73 69 horizati
000001A0 63 20 59 57 52 74 61 57 34 36 63 47 46 7a 63 33 C YwRtaw
00000180 &4 76 63 6d 51 3d O0d 0a 50 72 61 67 &6d 61 3a 20 dvcmg=.
000001c0 6e 6f 2d 63 61 63 68 65 0Od Oa 43 61 63 68 65 2d no-cache
000001D0 43 6f 6e 74 72 6f 6c 3a 20 6e 6f 2d 63 61 63 68 Control:
000001E0 65 O0d Oa 0d Oa e

00000090 2d 54 79 70 65 3a 20 7. 65 78 74 2f 68 74 6d 6C —Tyﬁ
000000A0 3b 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 ; c

Entire conversation (993 bytes) [-]@ ascn e escoic ®

coepteen
gzip, de
ccept-ch
S0-8859-
g=0.7,%
eep-Aliv
connecti
-alive..
http://
1.1/1ang
tml. . Aut
on: Basi
46CcGFzCc3
Pragma:
..cache-
no-cach

00000000 48 54 54 50 2f 31 2e 30 20 34 30 31 20 55 6e 61 HTTP/1.0 401 una
00000010 75 74 68 6f 72 69 7a 65 ©4 0d 0a 53 65 72 76 65 uthorize d..serve
00000020 72 3a 20 75 68 74 74 7 64 2f 31 2e 30 2e 30 Od r: uhttp d/1.0.0

00000030 0Oa 44 61 74 65 3a 20 53 61 74 2c 20 30 31 20 4a .Date: S at, 01 1
00000040 61 6e 20 32 30 30 30 20 30 31 2a 32 30 3a 32 36 an 2000 01:20:26
00000050 20 47 4d 54 0d Qa 57 57 7 2d 41 75 74 68 65 6e GMT.
00000060 74 69 63 61 74 65 3a 20 42 61 73 69 63 20 72 65 ticate: Basic re
00000070 61 6¢c 6d 3d 22 d4e 45 54 7 45 41 52 20 57 4e 52 alm=
00000080 31 30 30 30 76 32 22 0d 0a 43 6f 6e 74 65 6e 74 1000v2". .Content
e:
arse t="UTF-8
00000080 22 0d Oa 43 &f 6e 6e 65 63 74 69 6f 6e 3a 20 63 "..Conne ction: c
000000c0 6c 6f 73 65 Od Oa Od O0a 3c 48 54 4d 4c 3e 3c 48 lose
000000D0 45 41 44 3e 3c 4d 45 54 41 20 68 74 74 70 2d 65 EAD><MET A http-e
000000E0 71 75 69 76 3d 27 50 7 6l 67 6d 61 27 20 63 6f quiv="Pr agma’ co
000000F0 6e 74 65 6e 74 3d 27 6e 6f 2d 63 61 63 68 65 27 ntent="n o-cache’
0NONOION  2a 2r Ad A% 54 41 20 AR 74 74 70 2 A 71 75 AQ weMETA h TTh_snnd

W w-Authen

'NET GEAR WNR

T ext/html

... <HTML><H

= CArrays () Raw

e Es

n

[ Filter Qut This Stream ] I

Close l

Close the popup window. Wireshark now only shows the packets from the selected TCP Stream. You

should be able to identify the 3-way handshake easily now.
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7l (Untitled) - Wireshark

File Edit View Go Copture Anclyze Statistics Telephony Tools Help
BEsas DERELE AesnTL G Qaeb d@=Emx| 8

Filter: | (ip.addr q 192.168.1.2 and ip.addr eq 209.85.227.19) and (tcp.port eq8| + Expression... Clear Apply

No. Time . Source Destination Protacol  Info e
5 .168.1.2 52336 > http [5YN] 5eq=0 Win—8192 Len—0 M55-1460 W5=2
7 10.203659 209.85.227.19 192.168.1.2 TCP http > 52336 [SYN, ACK] Seq=0 Ack=1 win=5720 Len=0 M55=1430 ws=6
8 10.203764 192.168.1.2 209.85.227.19 TCcP 52336 > http [ACK] seg=l Ack=l Win=17160 Len=0
9 10.204038 192.168.1.2 209.85.227.19 TCP [TcP segment of a reassembled PDU]
10 10.204049 192.168.1.2 209.85.227.19 HTTP POST /mail/?ui=2&ik=F7bcffbdd5&view=t]1&start=0&num=70&auto=1&ver=xv_u
11 10.267626 209.85.227.19 192.168.1.2 TCP http > 52336 [ACK] Seq=1 Ack=1431 Win=8640 Len=0 =
12 10.270788 209.85.227.19 192.168.1.2 TCP http > 52336 [Aack] seq=1 Ack=1738 win=11456 Len=0
13 10.422381 209.85.227.19 192.168.1.2 TCP [TcP segment of a reassembled pPDU]
14 10.423510 209.85.227.19 192.168.1.2 TCP [TcP segment of a reassembled PDU]
15 10.423582 192.168.1.2 209.85.227.19 TCP 52336 > http [ACK] Seq=1738 Ack=2724 win=17160 Len=0
16 10.425534 209.85.227.19 192.168.1.2 TCP [TcP segment of a reassembled PDU]
17 10.426887 209.85.227.19 192.168.1.2 TCP [TcP segment of a reassembled PDU]
18 10.426926 192.168.1.2 209.85.227.19 TCcP 52336 > http [ACK] 5Seq=1738 Ack=5584 Win=17160 Len=0
19 10.475452 209.85.227.19 192.168.1.2 TCP [TcP segment of a reassembled PDU]
20 10.477304 209.85.227.19 192.168.1.2 TCP [Tcp segment of a reassembled pDU]
21 10.477348 192.168.1.2 209.85.227.19 TCP 52336 > http [ACK] 5eq=1738 Ack=8444 Win=17160 Len=0 -

Frame 5 (66 bytes on wire, 66 bytes captured)
Ethernet II, Src: LiteonTe_a9:f5:5e (00:22:5F:a9:f5:5e), Dst: AskeyCom_ed:55:9a (00:16:e3:ed:55:9a)
Internet Protocol, Src: 192.168.1.2 (192.168.1.2), Dst: 209.85.227.19 (209.85.227.19)
= Transmission Control Protocol, src Port: 52336 (52336), Dst Port: http (80), seq: 0, Len: 0
source port: 52336 (52336)
Destination port: http (80)
[stream index: 1]
sequence number: O (relative sequence number)
Header Tength: 32 bytes
Flags: 0x02 (5¥N)

e —iem. oann

Note: Wireshark has automatically created a display filter to filter out this TCP conversation. In this
case:
(ip.addr eq 192.168.1.2 and ip.addr eq 209.85.227.19) and (tcp.port eq 80 and tcp.port eq 52336)

Questions

(: From your Wireshark Capture, fill in the diagram below with the IP Addresses and Port Numbers for the
Client and the Server

(: For each packet in the TCP 3-way handshake, fill in the Sequence and Acknowledgement numbers, on the
diagram below.

Client
Server
Flags: SYN, Seq:

—

% Flags: SYN, ACK Seq: , Ack: ~

IP Address: —

Flags: ACK, Seq: , Ack:

Port Number: —— ' Port Number:

IP Address:
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5.2.5 Saving Packet Captures

Often captures should be saved to disc, for later analysis. To save a capture, select File->Save As and
save the trace. By default this creates a Wireshark pcapng file, or if you select pcap a file many tools
can read and write this. For example a tcpdump output file is in this format and can be read into
Wireshark for analysis. This saves all the captured packets to the file.

Questions
(- Did you successfully save your capture to disc?

(- Copy the Display Filter into the clipboard, and close and start Wireshark again, then reload the file. Was
the whole capture saved or just the displayed packets?

Paste the display filter back into the Filter Bar, and Apply it.

To save only the displayed packets, select File-> Export Specified Packets, and make sure the
Displayed radio button is selected rather than the Captured option. This creates a pcap file, with
only the packets filtered by the current display filter.

r ~
i Wireshark: Export Specified Packets — —— &J

Savein: ﬁim - G 2 = E-

Computer (1) -~

<5

Recent Places § L teclient
S

Desktop

Libraries

A

-

Computer

& |

MNetwork

Femr= host_146.176.154.122 -

Save as type: Wireshank - pcapng (*pcapng;” pcapng.gz;” nti v] { Cancel

Packet Range
) Captured @ Displayed
@ All packets 387
") Selected packet 1
Marked packets
First to last marked
) Range: 0

Remove Ignored packets

Questions

(: Close and start Wireshark again, then reload the file. Was the whole capture saved or just the displayed
packets?
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5.2.6 Wireshark Statistics

Start the capture, and generate some Web traffic by going to www.schneier.com, then stop the
capture, and select the Statistics->Protocol Hierarchy menu option. A window similar to that shown
in Figure 8 should be shown displaying statictics about the pcap. Note that all the packets are
Ethernet (Local Area Network) packets, but at the network layer most of the packets are TCP, but
some are UDP.

f i Wireshark: Protocol Hierarchy Statistics oo T E@g
Display filter: none
Protocol % Packets Packets Bytes Mbit/s End Packets End Bytes End Mbit/s
= Frame 238 92630 0018 0 0 0000
= Ethernet 233 92630 0018 0 0 0000
& Intemet Protocol 98.32 % 234 92292 0.018 0 0 0000
B Transmission Control Protocol M
B Hypertext Transfer Protocol P 114 63018 0012 10 60157 0012
Line-based text data [os4w 2 2576 o0t 2 57 000
Compuserve GIF [osr= 2 25 0000 2 8 0000
Internet Group Management Protocol IW 4 212 0,000 4 212 0.000
1 & User Datagram Protocol [252% 6 640 0.000 0 0 0000
Domain Mame Service [252% & 640 0000 6 640 0000

Figure 8 - Wireshark Statistics Window

Questions

(- What percentage of packets in your capture are TCP, and give an example of the higher level protocol
which uses TCP?

(- What percentage of packets in your capture are UDP, and give an example of the higher level protocol
which uses UDP? (use the figure below)

OSI Model TCP/IP Model
r Application | [ |
r Presentation | HTTP, FTP , SMTP Application
r Session |
r Transport JER L Transport |
[ Network IP, ICMP Internet |
r Data Link |
, Network

Physical
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Select the Statistics->Flow Graph menu option. Choose General Flow and Network Source options,
and click the OK button. A window similar to that shown in should be displayed, showing the flow of

traffic.
[l (Untitled) - Graph Analysis [P
Time 192.168.1.2 204.11.246 48 Comment

19216811

0000 fioo 40'-3_«&7_1!'?53) ; DNS: Standard query A wnw.schneier.com
0.045 (54940 E DNS: Standard query response A 204.11.246.48
0.050 (45321). 45321>|lttﬂ TSY!I ] TCP: 45821 > http [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=2
0.253 (a5821)" httll>45_§21 [SYH, '(80) TCP: http > 45821 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1432 W5=6
0.259 (45821)M_,[80) TCP: 45821 > http [ACK] Seg=1 Ack=1 Win=17184 Len=0
0.260 (45821)'—GHML“(30) HTTP: GET [favicon.ico HTTP/1.1
0471 (45821);._|'ttll>—45mlﬂl_[8m TCP: http > 45821 [ACK] Seq=1 Ack=373 Win=6912 Len=0
0.476 (45821)" HTTP/1.1 404 Not Fo i(80) HTTP: HTTP/1.1 404 Not Found (text/html)
0674 fas821)’ mzt:httn [ACK] ! 20) TCP: 45821 > http [ACK] Seq=272 Ack=520 Win=16664 Len=0
1,083 (45821)'—(11@%”[80) HTTP: GET [crypto-gram-back.html HTTP/1.1
1.462 (45921)*—[@M(90) TCP: [TCP segment of a reassembled PDU]
1.463 (45921)"‘—"—5“'%(90) TCP: [TCP segment of a reassembled PDU]
1463 (as821)" 45821>Irttn [ACK] !(50) TCP: 45821 > http [ACK] Seq=785 Ack=3384 Win=17184 Len=0
1.463 (4582135.._@%5(80) TCP: [TCP segment of a reassembled PDU]
1573 (45823): 45323:",&9 [SYN] :(80) TCP: 45823 > http [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=2
1654 (ass21)" 45821 > hittp [ACK] '(80) TCP: 45821 » http [ACK] Seq=785 Ack=4816 Win=17184 Len=0
1672 Mssnrwm TCP: [TCP segment of a reassembled PDU]

Figure 9 - Wireshark Flow Graph Window

5.2.7 Capture ARP & ICMP Protocol Traffic using Wireshark.

Start a Wireshark capture. Open a Windows console window, and generate some ICMP traffic by using
the Ping command line tool to check the connectivity of a neighbouring machine (or your home
router).

-

Bl C\Windows\system32\cmd.exe

C:=~UserssRichrping 192 _168.1.1

Pinging 192.168_1_1 with 32 bytes of data:

Reply from 192 _168.1.1: bytes=32 time=4ms TTL=254
Reply from 192 _168.1. bytes=32 time=1mz TTL=25%4
Reply from 192 _168.1. bytes=32 time=1mz TTL=25%4
Reply from 192 _168.1.1: bytes=32 time=1mz TTL=254

Ping statistics for 192.168_.1_1:

Packets: Sent = 4. Heceived = 4, Lost = @ <Bx loss>,
Approximate rouwnd trip timesz in milli—seconds:

Minimum = 1ims, Maxinum = 4ms,. Average = 1ms

C:~UserssRich>_

Stop the capture and Wireshark should now look something like Figure 10.

The Address Resoloution Protocol (ARP) and ICMP packets are difficult to pick out, create a display filter
to only show ARP or ICMP packets.

,;\[I-_.-,} Some useful Wireshark display filters can be found at:
http://wiki.wireshark.org/DisplayFilters
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[l (Untitied) - Wirashark , I - N p— —

File Edit View Go Capture Analyze Statistics Telephonz Tools  Help

BEees DEREEe AeraT L ((EE QB @DM%|

Filter: ~ Expression.. Clear Apply
Mo, Time * Source Destination Protocol Info

1 0.000000 LiteonTe_a9:f5:5¢e Eroadcast ARP who has 192.168.1.17 Tell 192.168.1.2

2 0.002540 AskeyCom_ed:55:9a LiteonTe_a9:f5:5e ARP 192.168.1.1 is at 00:16:e3:ed:55:9a

3 0.002560 c 2 c .1.1

4 0.004065 192.168.1.1 192.168.1.2 ICMP Echo (ping) reply

5 1. 000877 192.168.1.2 192.168.1.1 ICMP echo (ping) reguest

6 1.002205 192.168.1.1 192.168.1.2 ICMP Echo (ping) reply

7 2.001938 192.168.1.2 192.168.1.1 ICMP Echo (ping) request

& 2.003382 192.168.1.1 192.168.1.2 ICMP echo (ping) reply

9 3.004165 192.168.1.2 192.168.1.1 ICMP echo (ping) reguest

10 3.005770 192.168.1.1 192.168.1.2 ICMP Echo (ping) reply

# Ethernet II, Src: LiteonTe_a9:f5:5e (00:22:5f:a9:f5:5e), Dst: AskeyCom_ed:55:9a (00:16:e3:ed:55:9a)
# Internet Protocol, Src: 192.168.1.2 (192.168.1.2), Dst: 192.168.1.1 (192.168.1.1)
= Internet Control Message Protocol
Type: B (Echo (ping) request)
Code: 0 ()
Checksum: Oxd4dd4d [correct]
Identifier: 0x0001
sequence number: 14 (0x000e)
= pata (32 bytes)
Data: 6162636465666768696A6B6C6DOEGFTO7172737475767761. ..
[Length: 32]
0000 00 16 e3 ed 55 9a 00 22 5f a9 f5 5e 08 00 45 00

0010 00 3c 5d aa 00 00 80 01 59 c3 c0 a8 01 02 c0 a8
00 4d 4d

63 64 65

Figure 10 - Wireshark showing ICMP packets

Note the results in Wireshark. The initial ARP request broadcast from your PC determines the physical
MAC address of the network IP Address 192.168.1.1, and the ARP reply from the neighbouring system
After the ARP request, the pings (ICMP echo request and replies) can be seen.

Questions

(: After the first ping command, are the ARP and ICMP packets captured by Wireshark?
YES/NO

(- After a second or third ping command, is the ARP and ICMP packets captured by Wireshark?
ARP:  YES/NO
ICMP: YES/NO
(- Why is this?

If pinging the same system more than once, delete the ARP cache on your system, using the arp
command, as shoen below, so an new ARP request will be generated.

C:\> ping 192.168.1.1
ping output
C:\> arp -d *

Note the results in Wireshark. The initial ARP request broadcast from your PC determines the physical

MAC address of the network IP Address 192.168.1.1, and the ARP reply from the neighbouring system
After the ARP request, the pings (ICMP echo request and replies) can be seen.

CSN09105 Packet Capture with Wireshark - Rich Macfarlane
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5.2.8 Network Scanning

Network scanning is done at the reconnaissance stage of a structured attack. A network scanner can provide
an attacker with information on remote machines which are alive, and that the attacker can communicate
with, as well as the services those systems are running. Scanning includes host sweeps/scans, OS scans, port
scans and ping sweeps/scans.

A host scan is typically done over an entire network, and reports machines which are alive on the network. A
port scan is performed on a single, remote, host system, via its IP Address, and gives information on services
running on the machine. Typically an attacker is also looking for which OS the system is running as well as
any open TCP and UDP ports (services) which the attacker may be able to exploit. A network scanning tool,
such as nmap, can be used to automatically probe the system for open ports, and give a report back to the
attacker.

To mitigate open ports which attackers could use to compromise the system, make sure only services which
are necessary are running. Some server OSs have services running by default, such as HTTP (port 80) and FTP
(ports 20 & 21) which should be removed when systems are installed. (The command line network utility
netstat can be used to check which services are running on the same host).

e+ C:AWINDOWS\system32\cmd.exe

[C:\Progran Files\Nmap>nmap 192.168.1.2
[Starting Nmap 4.68 < http://insecure.org > at 2008-084-29 BO:52 GMT Standard Time|

Interesting ports on 192.168.1.2:
ot shoun: 1787 closed ports
[PORT STATE SERUICE
Pistcp  open  ft
Botcp  open
50tcp  open
open
open
open
open
1625 /tcp open
MAC Addres 20 :BA:A4 (Micro-star International CO.>

rrv—~»h\\\\ Mnap done: host up) scanned in 1.982 seconds
~4\\\‘\ C:\Progran

Scanning ...
Port 20 - closed
4 Port 21 - closed
Port 22 - open
Port 23 - closed

Port 65,000

Scans system for
open ports
(services running
on the system)

Server

Figure 11 Port Scanning a System

5.2.9 Using Wireshark to Capture Network Scanning Traffic

http://nmap.org/dist/nmap-5.21-setup.exe

E If nmap is not on your system, download and install from:
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l;\[I-_.-,} The nmap manual is available:
http://nmap.org/book/man.html

Start a Wireshark capture. Open a Windows command window, and perform a Host Scan (using
ICMP packets) on a neighbours machine using nmap -sP [neighbours ip address] (do not
scan the entire subnet). Stop the capture and filter the traffic for ARP and ICMP packets if necessary.
Compare the capture with the saved ICMP capture from the previous section.

:SnProgram Files“NmapX>nmap 192.168.1.2
Etarting Hmap 4.68 ¢ http://insecure.oryg > at 2008-84-29 BA:52 GMT Standard T

Interesting ports on 192_168.1.2:
ot shown: 1787 closed ports
PORT STATE SERUVICE
open ftp
open smtp
open http
open MErpc
open nethios—ssn
open https
g open microsoft-ds
1825 tcp open NFS—or-118
AC Address: BB:@C:=76:27:8A:A4 (Micro—star International CO.>

map done: 1 IP address (1 host up? scanned in 1_.982 seconds

Figure 12 Nmap command line reconnaissance tool

Questions
(: Are the packets the same as the ping packets from the capture in the previous section?
(- What type of packets are sent by nmap?

(- Are any other packets sent by nmap, during the ICMP probe?

Start a new Wireshark capture, and then perform a host scan (ICMP scan) on a system outwith the
subnet, such as

nmap —-sP scanme.nmap.org
(do not perform any other type of scan outside the lab subnet). Stop the capture and filter the traffic

for ARP and ICMP packets if necessary. Compare the capture with the saved ICMP capture from
section 6.

Questions
(: Are the packets the same as the ping packets from the capture in section 6?
(- What different types of packets are sent by nmap?

- Are any other packets sent by nmap, during the host scan? Which protocol and to which port?

CSN09105 Packet Capture with Wireshark - Rich Macfarlane 15



http://nmap.org/book/man.html

Start a new Wireshark capture, and then perform a complete Port Scan (in this case a TCP SYN scan)

and an Operating System Fingerprint on a neighbours machine using

nmap —-O [neighbours ip address]

(do not scan more than a single machine). The -0 option should provide the OS running on the
scanned machine. Stop the capture and filter for source address == your machines address if
necessary. Notice the number and types of ports tried by the nmap port scan. The capture should
look something like Figure 13.

jﬂ T R dl&]lif

'E\Ie Edit Wiew Go Capture  Analyze Statistics  Help

BB ee EEXE2E Aes>9T L BEE QQAF @aEM% B

Fitter: |eth.dst == 00:1k:53:25:25:6f * Expression.. Clear Apply
Mo, . Time Source Destination Pratocol Infa 2
6 5.903298 152.168.1.11 192.168.1.1 uop source port: edtools Destination port: npp
8 6.916912 192.168.1.11 192.1658.1.1 NTF TP client
9 5.932152 152.168.1.11 192.168.1.1 uop source port: fuscript Cestination port: 11487
10 6. 5947818 152.168.1.11 152.168.1.1 upp Source port: x8-jcue Destination port: fas-reg
11 6. 963287 192.168.1.11 192.168.1.1 uop source port: audit-transfer rCestination port: glob
12 6.579033 152.168.1.11 152.168.1.1 upp Source port: capiowerlan Destination port: filenet
13 6.994805 1%2.168.1.11 192.168.1.1 ECHO Request
14 7.010220 152.168.1.11 152.168.1.1 RPC cortinuation
15 7.025875 192.168.1.11 192.168.1.1 upP Source port: blaze Destination port: wat
16 7.042141 152.168.1.11 192.168.1.1 uop Source port: unizensus Destination port: 32785
17 7.057147 192.168.1.11 192.168.1.1 upP source port: winpoplanmess Destination port: 32782
18 7.072728 1%2.168.1.11 152.168.1.1 uppP Source port: cl222-acse Destination port: 1028
15 7.08B8460 152.168.1.11 152.168.1.1 upp Source port: resacommunity Destination port: 1027
20 7.104024 192.168.1.11 192.168.1.1 uop source port: nfa Destination port: ilss
21 7.119653 152.168.1.11 152.168.1.1 uppP Source port: fascontrol-oms Destination port: micr
22 7.135380 192.168.1.11 192.168.1.1 uop source port: jascontrol  Destination port: pcanywhe
2% 7 1RNRTR =T I | 107 1ARR T 1 [RIES standard mierv TwT wvarsinn hind .

>

Frame 3 (60 bytes on wire, 60 bytes captured)

] Ethernet II, Src: Intel 63:ce:53 (00:07:e9:63:ce:53), Dst: Cisco 25:25:6f (00:1b:53:25:25:67)
] Internet Protocol, src: 192.168.1.11 (192.168.1.11), Dst: 192.168.1.1 (192.168.1.1)

| Internet Control Message Protocol

+ O R

0000 00 1k 53 25 25 &fF 00 07 &% 63 ce 53 08 00 45 00
0010 00 28 c8 07 00 00 40 01 2f 71 <0 a8 01 Ob <0 as
0020 01 01 od 00 4b 59 02 00 00 01 fOo fo fo fo fo fo
o030 fo fo fo fo fo f0 00 00 00 00 OO0 00

| File: "CDOCUME~TWimILOCALS~1 Templetherx... | Packets: 97 Displayed: 90 Marked: 0 Droppect 0 Profile; Defaut

Figure 13 nmap port scan

Quesfions
Q- Which 0S is the scanned machine running?
(: How many ports have been scanned in total? How many are open?

Using the nmap manual, or some online research:
Q: Which nmap command allows the scanning of a custom range of ports?

(: Give an explanation of the following nmap command, and what implications it might have for an IDS?
nmap -T paranoid

(: Why might an attacker change the timing of a scan?
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